Ipunoowcenue N 2

NHOOPMALNUOHHASA NAMATKA JJIA
OBYYAIOIIUXCA A PASMEHIEHUA HA
OOPUINUAJBHBIX HHTEPHET-PECYPCAX

C KaxIpIM T'OI0M MOJIOJIEKHM B MHTEPHETE CTAHOBUTHCS OOJbILE, & IIKOJBHUKUA OJHHU U3 CaMbIX
aKTMBHBIX I0JIb30BaTese Pynera. Mexay TeM, IOMUMO OIPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U MpobJieMbl. DTa naMsTKa JOKHA IOMOYb Tebe 0e3011acHO HaXOIUThCS B CETH.

KomnbrotepHbie BUPYChI

KomnbroTepHblil BUpYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOTPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO. B ononHenne Kk 3Tomy, BUPYChI
MOTYT MOBPEIUTh MM IOJHOCTBIO YHMUYTOXHTH Bce (ailibl M JaHHbIC, IOAKOHTPOJIbHBIE
N0JIb30BATENI0, OT UMEHH KOTOPOro ObLIA 3allyIleHa 3apa)KCHHas IPOrpaMMa, a TaKXKe MOBPEIUTh
WINA JJa)K€ YHUYTOXKUTh OIEPALMOHHYIO CUCTEMY CO BceMM (aiiamu B 1eiaoM. B OonblinMHCTBE
CJIy4aeB pPaclpOCTPAHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yil COBPEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHb 3aILUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

2. TlocrosHHO ycraHaBnMBaiW madTd (UMGPOBBIE 3aIUIATKH, KOTOPbIE AaBTOMAaTHYECKU
YCTaHABIMBAIOTCA C IIENbI0 JOPAaOOTKU MPOTpaMMbl) U Apyrue OOHOBIEHHS CBOEH OINepariioHHOM
cucrteMbl. CkaunBail WX TOJBKO ¢ odummanbHOro caiita paspadorunka OC. Eciu cymiecTByet
PEXKHUM aBTOMATHYECKOTO OOHOBIICHUS, BKIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIbIOTEpE IO MpaBaMHU IOJB30BATENs, a HE aAMHHHCTpaTopa. DTO HE
MO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IMPOrpaMM HHCTAJNIMPOBATbCS Ha TBOEM IE€PCOHATBLHOM
KOMITBIOTEPE;

4. Ucnonb3yil aHTHUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI H3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonb3yii BHEIIHME HOCUTENIN HH(OPMALIUK, TaKue Kak (ielika, JTUCK WK (ailll U3 UHTEepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HUCTOUHUKOB;

7. He oTkppiBail KOMIIbIOTEpHBIE (haiiiabl, MOJyYEHHbIE U3 HEHAJEKHBIX UCTOYHHMKOB. [laxke Te
(aiinbl, KOTOpbIE PUCIAT TBOIM 3HAKOMBIN. JIyyllle yTOUHH y HETO, OTHPABJISII JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 570 He BUJ mepeaaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JMIIb OpeHn, mapka. Eme B 1991
roly HHJAEpJaHJCKas KommaHus 3apeructpupoBana Openny "WECA", dro o0o3Havano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoautcs kak "GecrpoBoiHas TOYHOCTD'.



Jlo Hariero BpeMeHH JIonuIa Ipyras abOpeBuarypa, KOTopas sBISCTCS TaKOH e TEeXHOJIOruen. 1o
ab6pesmarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHIAPT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, uro B mepeBose o3HayaeT "BbICOKAst TOYHOCTH'".

Ja, OecrutaTHBIi WHTEPHET-IOCTYH B Kade, OTeNsIX H adporoprax SBISETCS OTIUYIHON
BO3MOXXHOCTBIO BBIXOJla B MHTepHET. HO MHOTHME 3KCHEepThl CUUTAIOT, 4TO oOImienocTynHbie Wi-Fi
CETU HE ABJIIOTCI 0€30IaCHBIMU.

CoBeTbl 110 0€30MacHOCTH PabOThI B OOIIEAOCTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro nuuHyro uHGOpMaIuio yepe3 odmenoctynusie Wi-Fi cern. Pabotas B HuX,
JKEJIaTeTbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI M KAKUE-TO HOMEPa;

2. Hcnonp3yii W OOHOBIISI aAHTUBHUPYCHBIC MpOrpaMmbl M OpaHamayep. Tem caMbIM  Thl
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3zoBanuu Wi-Fi otkmoun dynknuro "OOmuit moctyn k aitmam u mpuaTEepam’.
JanHas GyHKIMS 3aKphITa MO0 YMOJYAHUIO, OJJTHAKO HEKOTOPBIC T0JIH30BATENIN aKTHBUPYIOT €€ JUIs
y100CTBa UCIIOJIH30BaHUsI B paboTe Win yuede;

4. He ucnons3yit myonuunsii WI-FI g mepegaum JAMYHBIX JAaHHBIX, HampuUMep AJs BbIXOAAa B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonmpko 3amuiieHHoe coenunenue uyepe3 HTTPS, a me HTTP, T.e. mpu nHabGope
BeO-aapeca BBoau uMeHHO "https://";

6. B mobOunsHOM Tenedone orkmoun ¢yHknuio "Tlomkmouenune k Wi-Fi aBromartudecku". He
JIOITyCKaii aBTOMaTHYECKOTO MOJIKIIFOUYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coriacus.

ConunajabHbIe ceTH

COIII/I&J'IBHI)IC CCTHU AKTUBHO BXOJIAT B Hally XW3Hb, MHOI'MC JIIOAU pa60Ta}0T U XKUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAP]] YETIOBEK, UTO SBISETCS OJHOU CeAbMOIt
BceX JKUTeJeH miaaHeTsl. MHOTHE MOIb30BaTeNIM HE IIOHUMArKOT, 4YTO I/IH(l)OpMaIII/ISI, pasMEIICHHAasA
UMM B COLMAJIBHBIX CETSIX, MOXKET OBbITh HaiiJieHa M MCIIOJIb30BaHa KEM YIOJHO, B TOM 4YHCJE He
00s3aTeNnbHO ¢ OJIarMMH HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COIMMAJIbHBIX CCTAX:

1. Orpannub cnucok apy3eid. Y TeOs B APY3bsSX HE JIOIDKHO OBITH CIy4allHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3amumiaid CBOIO YacTHYHO »HU3Hb. He ykaspiBall mapoiu, TenedoHbl, ajpeca, JaTy TBOETro
POXKICHUS W JPYryl0 JHYHYI0 HHQOpMAIHio. 3JIOYMBIIIJIEHHUKA MOTYT HCIONb30BaTh Jaxe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3ammiait cBOIO pemyTaluio - IepKH €€ B YUUCTOTE U 3a7aBail cebe BOmpoc: XOTeN OblI Thl, YTOOBI
JIpyTHE MOIb30BaTeN BUIENH, YTO ThI 3arpyxaemns? [logymaii, mpexe ueM 4To-TO OmyOIuKOBaTh,
HaIMCaTh U 3arPy3UTh;

4. Eciv Thl TOBOPHILIG C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE PEANbHOE UMS U APYTYIO
JUYHYIO0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U IPOYee;

5. U36eraii pazmemnienus ¢otorpaduii B UuTepHeTe, T11e Thl n300paKeH Ha MECTHOCTH, 110 KOTOP O
MO>KHO OIIPENEIUTh TBOE MECTOMOI0KEHHUE;



6. [Ipu peructpanyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BaTh CIOXKHBIE MTAPOIIH, COCTOSIINE
13 OyKB ¥ IUQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

7. s conManbHOM CETH, MOYThl U JPYTHX CAaTOB HEOOXOAMMO HCIOJIB30BAaTh PA3HbBIC MApOJIH.
Torna eciau TeOs B3IOMAIOT, TO 3J0YMBIIUICHHUKU TOIYYaT JOCTYI TOJIBKO K OJJHOMY MECTY, a He
BO BCE Cpasy.

JJIeKTPOHHBIE TeHbIH

:‘)J'IGKTpOHHBIG JCHBI'H - 3TO OUYCHb y,Z[O6HBII71 crnoco0 HJ'IaTe)KefI, OIHAKO CYIICCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYYUTb OTU ACHBI'U.

3JI€KTpOHHBIe ACHBI'M NMMOSABUJIMCH COBCEM HCIABHO U UMCHHO M3-3a 3TOI'O BO MHOTHX roCyaapCrBax
A0 CUX IIOp HE IMPOITMCAHO ITPO HUX B 3aKOHAX.

B Poccun e oHM (PYHKIMOHUPYIOT M O HUX YK€ NPONMCAHO B 3aKOHE, IJIE MX pa3elisiioT Ha
HECKOJIbKO BHJIOB - aHOHHMMHBIE M HE aHOHMMHBbIE. Pa3HuUIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelraeTcsi IPOBOAUTH ONEparuy 0e3 HIeHTH()HUKALNY TT0Ih30BaTeNsl, 2 B HEAHOHMMHBIX
UACHTU(PUKALMS [T0JIB30BATENs ABIsETCS 0053aTeNbHOM.

Taxoke cienyeT pa3nuyarh JIEKTPOHHbIE (UATHBIE AEHBI'M (PaBHBI FOCYJApPCTBEHHBIM BAJIOTaM) U
AIIEKTPOHHBIC He(hUaTHBIE JEHBIU (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI 110 OE30I1aCHOM pa60Te C DJICKTPOHHBIMU JICHbI'aMU:

1. [TpuBsixku K cyeTy MOOUIIBHBIN TeneoH. ITO caMmblii yIOOHBIN 1 OBICTPHI cT0cO0 BOCCTAHOBUTH
noctyn Kk cuery. [IpuBs3annbiil TeneoH MOMOXKET, eciid 3a0yAenIb CBOW IUIATSKHBIN Mapoilb WIH
3aii/Ielllb Ha CalT C HE3HAKOMOI'O YCTPONCTBA;

2. Ucnonb3yii ogHopa3oBbie mapoiu. [locie mepexona Ha YCHICHHYIO aBTOPH3AIMIO TeOe yKe He
OyZIeT yrposkaTh OMAaCHOCTh KPayKU WM TIepexBaTa IIATeKHOTO TapoJis;

3. BeiOepu crnoxsbiii mapois. IIpectynmHukam Oyner He MpPOCTO yrajiaTh CIOKHBIA Mapoib.
HanexHble maponau - 3TO Mmaposiy, KOTOPHIE COAEPKAaT HE MEHEEe 8 3HAKOB U BKIIOYAIOT B ceOs
CTPOYHBIE M MPONUCHbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKME KaK 3HaK jJoiuiapa, GpyHra,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAMU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHID.

JJIEKTPOHHAS MMOYTA

DJIEKTPOHHAs [10YTA - TO TEXHOJIOTHUS U IIPEIOCTABISIEMBIE €10 YCIIYTH MO MEPECHUIKE U MOTYyUYECHUIO
ANIEKTPOHHBIX  COOOIIEHWH, KOTOPBIE PACTIPENSISIOTCS B  KOMIBIOTEpHOUW ceTH. OOBIYHO
AIEKTPOHHBIN MMOYTOBBII ALK BBITJISI AT CHEAYIOLIUM obpazom:
UMs_TIONTh30BaTeNA(@UMs_JToMeHa. Takyke KpoMe Tepedadyd MPOCTOr0 TEKCTa, HWMEeeTCs
BO3MOXKHOCTh TiepeaaBaTh (paiiiibl.

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe C INEKTPOHHON MOUTOM:

1. Hago BbIOpaTh MpaBUIIBbHBINA TOYTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBINM BHIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPSITh TEM, KOI'O 3HACIIb U KTO IIEPBBII B PEUTHUHTE;

2. He yka3pBaii B JuuHOM moure JuuHyto uH(opmaruio. Hampumep, mydine BbeIOpaTh



"My3bIKaIbHbIN _(aHaT@" uan "pokx2013" BmecTo "Temal3";

3. Hcnonp3yil NBYXSTanmHYyIO aBTOPU3aLMI0. DTO KOIZa MOMHUMO Iapojisi HY)KHO BBOAWUTH KO,
npuchUIaeMbii 1o SMS;

4. BeiOepu CIIOXHBIH Mapoib. s KaKaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOW HAIC)KHBIH,
YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Eciii ecTh BO3MOKHOCTh HAITHCATh caMOMy CBOM JIMYHBII BOIIPOC, I/ICHOHBS}/ﬁ 9Ty BO3MOKXHOCTbD,

6. VMcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IlepBbIi JUIsi 4YacTHOM MEPENUCKU C ajJpecaTaMu,
KOTOPBIM Thl JOBEpsACLIb. DTO IEKTPOHHBIN aIpec HE HAal0 MCIOIb30BaTh IPU PErMCTpalUU Ha
dopymax u caiitax;

7. He oTkpeiBaii (haiinbl U Apyrue BIOKEHHS B MUCbMAX, IaXe €CIM OHU MPUILIH OT TBOUX APY3EH.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

8. Ilocyie okoHYaHUs1 pabOTHI HA TIOYTOBOM CEPBHCE TIEpE/I 3aKPhITHEM BKJIAJIKU C CAUTOM HE 3a0yab
Ha)kaTh Ha "Beriitu".

KuOepOyuiMHI WiiM BUPTYaJibHOE U31eBaTE/IbCTBO

KubepOymnuHr - mpecieoBaHUEe COOOMICHUSIMH, COACPXKAIIMMU OCKOPOJICHHS, arpeccuio,
3allyTMBaHHe;  XYJIWTaHCTBO;  COLMAIbHOC  OOWKOTUPOBAHME C  IOMOINBI  Pa3IHYHbBIX
UHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 60pbOE ¢ KNOEPOYTUHTOM:

1. He 6pocaiics B 60ii. JIyumuii cnoco6: nocoBeToBaThCs Kak ceOsl BECTU U, €CIIM HET TOr0, K KOMY
MOKHO OOpaTUTbCs, TO BHaydaje yCIOKOMThCS. Eciau Thl HayHellb OTBEYaTh OCKOPOJICHHUSIMM Ha
OCKOPOJIEHUS, TO TOJIBKO el1le OOJIbIle Pa30XKKellb KOH(IUKT;

2. Yopasinsaii cBoel kubeppenyranmei;

3. AHOHHMHOCTh B CETH MHHMas. CYHICCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOHUT 3a aHOHHMHBIM
AKKAaYHTOM;,

4. He crout BecTu XynuraHckuii oOpa3 BUpPTyasbHOM >ku3HHM. VIHTepHET (uKcUpyeT Bce TBOU
JIeMCTBUS M COXpaHSAET UX. Y JaluTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoGmrozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeratuB. OJHOpPa30Bble OCKOPOUTEIbHBIE COOOIICHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOILEHUSIMU, B COLIMATIBHBIX CETAX €CTh
BO3MOXXHOCTh OJIOKMPOBKH OTIPABKH COOOLIEHHH € ONpeeNIEHHBIX a/IpeCcOB;

8. Eciau Tbl cBuueTens KubepOyimHra. TBow JeHCTBHA: BBICTYNHMTH IMPOTHB IpeciiefoBaTens,
MOKa3aTh €My, YTO €ro JIEHCTBUS OILIEHMBAIOTCS HETaTUBHO, MOJJIEPKATh KEPTBY, KOTOPOU HY)KHA
MICUXOJIOTHYECKAsi ITOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO NIOBEJICHUS B CETH.

MoOminbHbIN TeJ1ePOoH

COBpeMeHHLIC CMapT(I)OHBI U TUIAHOICTBI COACPIKAT B cebe BIIOJIHE B3p00J'ILII>i (I)YHKI_II/IOHEU'I, n



Telepb OHU MOT'YT KOHKYPUPOBATh CO CTALIMOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPEJCTB 3aIUThI
JUIsl TIOJOOHBIX YCTPOMCTB TIOKa OYeHb Majo. TeCTHpOBaHME W TOUCK YSA3BUMOCTEH B HHX
MIPOMCXOUT HE TaK UHTEHCUBHO, Kak Juis [1K, To e camoe kacaeTcsi 1 MOOMIBHBIX TIPUIIOKEHUH.

CoBpeMeHHBIE MOOHMIIbHBIE Opay3ephl YK€ NMPaKTHYECKH JOTHAJIM HACTOJbHBIC aHAJIOTH, OIHAKO
pacuupenue (QpyHKIMOHAA BIeYeT 3a 000 OOJBIIYIO CIOKHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

Jlasieko He BCE MPOU3BOUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKUE YSI3BUMOCTH
JUTSL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIIA 0€30I1aCHOCTH MOOHUIBLHOTO TeJ'Ie(l)OHaZ

Huuero He siBRsieTCs MO-HACTOSIIEMY OeCIUIaTHBIM. byb OCTOpOKEH, Beb KOria Tede mpe/iaraoT
OecruiaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIIYTH;

Hymaii, mpexxae yem oTnpaBuTh SMS, ¢oto wim Buaeo. Tel TOYHO 3HAEHIb, TI€ OHH OyIyT B
KOHEYHOM uTOTre?

HCO6XO,I[I/IMO OOHOBIIATH OICPAalMOHHYIO CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBBYﬁ AHTHUBUPYCHBIC ITPOIrPAMMBbI IJId MOOHIBHBIX TCJ'Ie(bOHOB;

He 3arpy»ail npunoxeHusi OT HEMU3BECTHOTO MCTOYHHUKA, BEJIb OHU MOTYT COJIEP>KAaTh BPEJIOHOCHOE
IporpaMMHOe 00ecrieyeHue;

[Tociie TOro Kak Thl BBIMICIIL C CalfTa, TJIC BBOAWII JIMYHYIO HH(OPMAIIHIO, 3aiI B HACTPOUKH
Opay3epa u ynanmu cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

JaBaii cBoii HOMep MOOWJIBHOTO TeiedoHa TOJIBKO JIIOASAM, KOTOPbIX Thl 3HAellb M KOMY
JIOBEpsiClIb;

Bluetooth gomkeH ObITh BBIKIIIOUEH, KOTAA Thl UM HE MoJb3yenibest. He 3a0bIBail MHOTja MPOBEPSTH
3TO.

Online urpel

CoBpeMeHHbIE OHJIAH-UTPBl - 3TO KPacouHble, 3aXBaTbIBAIOIME pa3BICUEHUs, OOBEAUHSIOLINE
COTHHU THICAY YEJIOBEK IO BceMy Mupy. Urpoku uccieayroT AaHHBI UM MUp, OOLIAIOTCS JIPYr ¢
JPYTOM, BBIOJIHAIOT 33JaHUs, CPAKAIOTCA C MOHCTPAMU M IOJIYYarOT ONBIT. 3@ YIOBOJIBCTBUE OHU
IUIATAT: MMOKYTAIOT JUCK, OTJIAYUBAaOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIINH.

Bce stn cpenctBa uayT Ha mojajepKaHWE M Pa3BUTHE WIPHI, a TakkKe Ha caMmy O€30MacHOCTH:
COBEpUIEHCTBYIOTCS CUCTEMbI aBTOPHU3AIMH, BBIMTYCKAIOTCS HOBbIE MaTuu (LU(POBBIE 3aIlIaTKH JIs
pOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX HUrpax CTOUT OIlaCaTbCd HC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3alluH OONBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'PpOBOI'0 aKKAayHTa:

1. Ecnu npyroif urpok BeaeT celsi MJIOX0 WM cO3AaeT Tebe HEeNpUsATHOCTH, 3a0JOKHpPYH ero B
CIHCKE UTPOKOB;

2. HO)K&J'nyICﬂ AAMUHHUCTpATOpaM HUIPbl Ha IUIOXOC TMOBCACHHUC 3J3TOr0 HIPOKa, KCEJIATCIbHO



MPUIOKUTH KaKUE-TO JI0Ka3aTelIbCTBA B BUJE CKPUHOB;
3. He ykaspiBaii 1nuHyto HHPOpMALUIO B Ipodaiine urpsl;
4. YBaxail Apyrux y4acTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uMaabHbIe TATYH U MOJIBI,

6. Mcnonp3yil clioKHbIE U pa3HbIe AapOJIH;

7. axke BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. IIoka ThI WMrpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIINHT UJIA Kpaika JUYIHbIX JaHHBIX

OOBIYHON KpaXkell JEeHer W JOKYMEHTOB CETOJHS YK HHKOTrO HE YJAWBHIIL, HO C Pa3BHTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH ITIEPEMECTHIIUCH B MHTEPHET, U MPOJOJDKAIOT 3aHUMAThHCS
"IIF0OUMBIM" JIEJIOM.

Tak mosiBWIaCh HOBasi yrpo3a: WHTCPHET-MOIICHHUYECTBA WIIM (DUINUHT, IJIaBHAs I1I€JIb KOTOPOTO
COCTOUT B MOJIYYCHHU KOH(HUIACHIMATHHBIX JIAaHHBIX ITOJH30BATENICH - JIOTHHOB WM Taposieid. Ha
aHrnuickoMm si3bike phishing uurtaercs xak ¢umunr (ot fishing - psiOHas nosns, password -
MapoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHHTOM:

1. Cnequ 3a cBouM akkayHTOM. Ecimu ThI mopmo3peBaelib, YTO TBOSI aHKeTa Oblla B3JIOMaHa, TO
HE0OXOIMMO 3a0JOKHPOBAaTh €€ M COOOLIMTH AJMHHHCTpAaTOpaM pecypca 00 3TOM KaK MOYKHO
CKopee;

2. Ucnionw3yit 6e30macHbie BEO-CAThI, B TOM YKCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Hcnone3yih clokHbIE W pa3Hble Napoiu. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecoum Te0s B3lOManM, TO HEOOXOAMMO NpPEIyNpPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
nobaBiieHbl y TeOsl B JIpY3bAX, O TOM, YTO TeOs B3JIOMaJU U, BO3MOXHO, OT TBOEr0O UMEHU OyAeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CaliThI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIII0YM coOXpaHEHHE Mapos B Opaysepe;

7. He oTkpbIBaii ¢aiinibl U Apyrue BIOXKEHUS B MUChMAaX, J1a)e €ClIM OHU MPUIIUTH OT TBOUX JIPY3ei.
Jlydie yTo4HUM y HUX, OTIIPABIISLIN JIM OHU TeOe 3TH (Haitiib.

udposas penyrauus

[MudpoBast pemyramusi - 3TO HEraTWBHAas WM IO3UTHMBHAs HHopMmamus B ceThd O Tebe.
Komnpomerupyromas uHpopmanus, pa3sMelleHHAas B HHTEPHETE, MOXKET CEephe3HbIM 00pa3oM
OTpa3uThCsi Ha TBOeH peanbHOM >xu3HM. "LludpoBas pemyrauus" - 3TO TBOH MMMJIK, KOTOPBIHA
dopmupyetcs u3 uHpopMaIMu o Tebe B MHTEPHETE.

TBoe MecTo >KUTeNbCTBa, y4eObl, TBO€ (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH XapakTepa MU
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIJIMBAETCS B CETH.



MHorue moApOCTKH JISTKOMBICJICHHO OTHOCATCS K MyOJUKAIuN JTMYHON nHpopmaruu B UnTepHeTe,
HE TOHMMas BO3MOXHBIX MociencTBUN. Thl Jaxke He CMOKEelIb A0ralaThesi O TOM, 4To dororpadus,
pa3MeIeHHas 5 JIeT Ha3a/l, CTajla IPUYNHON 0TKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pazmemienue TBoux ¢ororpaduil U npyrue ASUCTBUS MOTYT HE HCUE3HYTh HayKe
1I0CJI€ TOTO, KaK Thl UX yAaJIMIIb. Thl HE 3HaCIIb, KTO COXPAaHWII ATY MH(OPMAIHIO, IT0Nala JIM OHA B
IIOMCKOBBIE CUCTEMBI U COXPAHMIIACH JIM OHA, a IJIABHOE: YTO MOJAYMAIOT 0 TeOe OKPYy’KaIoIue JII0IH,
KOTOpbIE HAWYT M YBUIAT 3T0. Hailtu nHpopmManuo MHOro JIeT CIyCcTs CMOXET JI00OH - Kak W3
JNOOPBIX MOOYKIEHHH, TaK U C HAMEPEHUEM NPUUUHHUTD Bpell. DTO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI permyTauu:

1. TTogymaii, mpexxae 4em 4To-TO MyOJMKOBaTh U IepelaBarh y cedst B Oore Wid B COLMAIbHOU
CeTH;

2. B mHactpoiikax mnpo¢wis YCTaHOBH OTrPaHMYEHHUS Ha MPOCMOTP TBOEro MNpOQHMIs H €ro
COJIEP’)KUMOT0, cJIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3memaii u He yka3piBail MHQOpPMALIUIO, KOTOPask MOXKET KOTO-JIMO0 OCKOPOJATH WU
00MXKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE I0JIb30BaTeNM LU(poBoro npocrpancrsa. OHAKO IaneKko
HE BCE 3HAIOT, YTO MOJIH30BAHNE MHOTHMMH BO3MOXKHOCTSIMH I (PPOBOTO MHpa TpedyeT coOIoaeHUs
IpaB Ha HHTEIUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepMuH "HHTENIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K PA3JIMYHBIM TBOPEHHSIM YEJIOBEYECKOTIO
yMa, HauMHasi C HOBBIX M300peTeHHIl U 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTb Ha MPOAYKTHI U
yCIOyrd, W 3aKaH4YMBasg KHUTaMHd, QororpadusiMu, KHHOQWIBMAMM W MY3bIKAIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHME TIpaBa - 3TO MpaBa HAa HWHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh HA IMPOU3BEJCHMS HAYKH,
JUTEpPATyppl M HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE TapaHTHM TOrO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TPyl aBTOpa He OyAeT HalpacHbIM, JIaCT €My CIIpaBelIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOETr0 TPyJa, MOJYYUTh M3BECTHOCTh M IpPHU3HAHHE.
Huxkro 6e3 paspemieHus: aBTopa HE MOYKET BOCIPOM3BOJIUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATH, MpPOJAaBaTh, HMIOPTHPOBaTh, IYCKaTh B MpOKAaT, IyOJUYHO
UCTIOJIHATD, IOKA3bIBATh/UCIOIHATH B A(Hpe UK pa3meniaTsh B IHTepHeTe.

Hcnonb3oBanue "Muparckoro" mporpaMMHOIO o0ecreueHHsl MOXKET MPUBECTH K MHOTHM PHUCKaM:
OT TOTEpPH NaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKM TBOErO YCTPOWCTBA, I/I€ yCTaHOBJICHA
HelerajabHas nporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETallbHbIE U O€CIUIaTHBIE
IIPOrpaMMbI, KOTOPbIE MOXKHO HAWTHU B CETH.

O nopraJe

CereBU4OK.p( - TBOH INIaBHBII COBETYHK B CETU. 31€Ch Thl MOKEIIb y3HATh O 0€30MaCHOCTH B CETU
MNOHSATHBIM U JOCTYITHBIM SI3BIKOM, a IIPU BO3HUKHOBEHHH KPUTHUYECKOH CUTyalluu OOpaTUTHCS 3a
COBETOM. A Tak)Ke IPUHATH y4acTHE B KOHKYpPCAX U CTaTh CaMbIM LIM(PPOBBIM IPaK TaHUHOM !



